/————\
Washington State
Health Care AUthority

Washington’s Social and Health Services Provider Payment System l

Creating Users and Adding profiles to user accounts
Updated March 2013



—

ProviderOne Security

»How to create users in ProviderOne
»How to add user profiles

» System Administrator Tips
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ProviderOne Security

Log into ProviderOne, select the EXT Provider
System Administrator profile and click GO.

Welcome
to the
Medicaid Management Information System
for

Washington State A
: | -—
—

Department of Social & Health Services

IEINEN A WASHTES T
E— m Select a profile to use during this session: EXT Provider System Administrator v *—

o Reset Password , Click here

f you are a Client, Click here

Please Note: If you are the system administrator and do not have
this profile assigned to your user account, please contact ProviderOne
Security Team via email provideronesecurity@hca.wa.gov.

Washington State
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ProviderOne Security

To create a user account, scroll down until you see the
title Admin then click Maintain Users.

Path: Provider Portzl
ProviderOne Id/NPT :

Payments

View Payment

View Accounts Receivable Invoice
View Capitation Payment

ProviderOne-Generated Invoices
View Invoice
Validate Invoice

Managed Care
View Enrollment Roster
View ETRR

Prior Authorization

On-ine Prior Authorization Submission
Prior Authorization Inquiry

Prior Authorization Adjustment

Provider

Provider Inquiry

Manage Provider Information
Initiate New Enrollment
Track Application

HIPAA
Submit HIPAA Batch Transaction
e e HIPAA Batch Responses

-
ang#Password

Maintain llsers‘—

Welcome peoplerecord, Provider . You have logged-n with EXT Provider System Administrator profle.

Name: WASHINGTON STATE UNIVERSITY

Manage Alerts
Hide/Max
My Reminders:

Filter By: -
Read Status:
Hide/lhax |

0 | Alert Type Alert Message

Alert Date Due Date Read
A AY Av

[ AT

Mo Records Found !

Hide/Max

ProviderOne Security l_

Hide/Max

Scrofl Bar
Hide/Max

m

Hide/Max

Hide/Max
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ProviderOne Security

The Next window will display a list of the users with
accounts on your domain. Click ADD, to add a new user.

Welcome peoplerecord, Provider . You have logged-in with EXT Provider System Administrator profie,

Path: Provider Portal) Userist

Filter By: v And: v With Status: Approved =

D Name Domain Name Organization Status Start Date End Date
v LY v LY % Y
D peoplerecord, Provider 5555555 (WASHINGTON STATE UNIVERSITY Approved
B
‘\ﬁewing Page 1 1 ‘ ‘ SaveTodlS

Washington State
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ProviderOne Security

W s oo~ Wintown e B __ j| First Name: first name of user
Middle Name: not required
| | Last Name: last name of user
e ———— User Login ID: this field will auto
’ | populate, but the user login can be
changed if desired
User Type: default is Batch User
Date of Birth: this is a required field and
Date of irth: 01/21/1957 = ozl -||| must be entered in MM/DD/CCYY format
Domain Name: 5555555 EID: Employee ID is a required field, must
Start Dater 07/15/2010 |- Expiration Dates | 12/31/2005 [+ be different for each user. Please do not
Status:|n Revew use SSN or tax ID numbers
Comments: I Start Date: Will populate with today’s
date
Expiration Date: the default is
=& - =) | 12/31/2999 , this date can be changed
e Status: In Review
Done G Local intranet | Protected Mode: Off 4~ aosx - I Comments: not required

First Name: Larry * Middle Name: D

Last Name: Booker

User Login ID: BookelD = User Type: Bstch User -

Click Next

Washington State
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ProviderOne Security

User Login ID: Displays the user
login for the account you are creating
Domain: displays the domain number
you are logged into

Password and Confirm Password:

enter the same password in both fields.

This password is only used here, do
not give to the user. See the password
slide later in this presentation.

Email: enter the users email address,
this is a required field. This is the email
used to send the login information.
Phone Number: enter the users
telephone number

Please Note: The remaining fields are
not required. Your address will be
captured in the enrollment activities.

Click Finish

£ Welcome to MMIS - Windows Internet Explore

Add User:

User Login ID: BookelD Domain: 5555555
Password: sssssssss * Confirm Password: sesssssssss * I
Email: provideronesecurity@dshs.wa.gov = I
Phone Number: 8005623022 | = Pager Number:
Mobile Number:
Address Line 1: Address Line 2:
(Enter Street Address or PO Box Cnly)
Address Line 3: City/Town:
State/Province: County:
Country: Zip Code:
Page ID: digAddNew User2{ Admin) Environment: EDI 1D wapwebm0S S080 Seryer Time: 07/15/2010

Please enter the following information:

02:4%:38 PDT

Done

€& Local intranet | Protected Mode: Off

A~ ®ios% v |

Washington State
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ProviderOne Security

ProviderOne only displays approved accounts. To find
the new addition:

o ——————— Change “with status” from
ST ; Approved to "All” and click
GO, this will display all user
accounts. The newly created
cer : i : s oo~ M= USEF @account is “in review”

B status and must be approved.

Welcome peoplerecord, Provider . You have logged-n with EXT Provider System Administrator profile.

Path: Provider Portal/ UserList

Filter By: v And: v with Status: Al -

|:| Name Domain Name Organization Status Start Date
v AY

[ |peopleracord , Provider 5555555 WASHINGTON STATE UNIVERSITY lApprgved  [04/03/2009

[[] lecoker, Lary D 5555555 WASHINGTON STATE UNIVERSITY ‘ In Review D 0711512010
Washington State W

8 Health Care Althority




ProviderOne Security

Click the users name to display user details. Notice the
account is “in Review” status. You approve the account by

clicking on the approve button.

User Details:

First Name: Larmy

Last Name: Baoker

Date of Birth: 01/21/1957

ED: 0121

User iame: BookelD

Password:

Address Line 1:
(Enter Street Address or PO Box Only)
Address Line 3:

State/Province:
Country:
Start Date: 07/15/2010

Status: In Review

Reason Code: [lone

Remarks:

Welcome peoplerecord, Provider . You have logged-in with EXT Provider System Administrator profile.

Path: Provider Portalf UserList/ UserDetalls

User Login Id: BaokelD MName: Boaker Larry D

Middle iame: D

Lock User: []

Domain Name: 5555355

UserType: Batch User

Confirm Password:

Address Line 2:

City/Town:

County:

Iip Code:
Expiration Date: 12/31/2999

Click OK on the next two windows.

- ™Y
Message from webpage- ﬁ

Iy Record(s) approval will affect the period for asseciated entities. Do you
Y want to continue?

- ok || Concel

——— - A

No remarks are required

& Update Status - Windows Internet Btp\ure.r— EE

il |

Update Status

Status Type: Approved
Reason Code: MNone -

Remarks:

€& Local intranet | Protected Mode: Off 5 v ®105% ~

Washington State
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ProviderOne Security

First Name: Lamy

_SELECT—
—. ted Prof
Middle Name: D Check List

Last Name: Booker Lock User: 7]

Date of Birth: 01/21/1957 Domain Name: 5555355

EID: 0121

User Name: BookelD

Password: Confirm Password:
Address Line 1:
(Enter Street Address or PO Box Only)
Address Line 3:

Address Line 2:

City/Town:
State/Province: County:
Country: Zip Code: - Address
Start Date: 07/15/2010 Expiration Date: 12/31/2999

» The new account is now in approved status.

» Associated Profiles must now be added to the users account,
profiles allow the user to complete tasks in ProviderOne.

» Click the dropdown in the upper right and select “"Associated

Profiles” ashington State
10 Hoalth Care Adthority”
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ProviderOne Security

The following window will display.

» Change “with status” to All and click GO.

» Click ADD in the upper left to display the list of
profiles.

Welcome peoplerecord, Provider . You have logged-in with EXT Provider System Administrator profile.

Washington State
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ProviderOne Security

» Select the profile(s) you wish to assign to the users

account

» Click >> to move the profiles to the Associated Profiles

field
> then click OK

& Welcome to MMIS - Windows Internet Explol

rer

-:--El-g

Add New Profiles to User:

Available Profiles

User Name: Booker,Larry D

Start Date: = 07/15/2010

End Date:= 12/31/2999
Associated Profiles

EXT Provider Claims Submitter

EXT Provider Download Files

EXT Provider File Maintenance

EXT Provider File View Onby

EXT Provider Managed Care Only

EXT Provider Super User

EXT Provider Systern Administrator

EXT Provider Upload Files

EXT Provider Upload and Download Files
EXT Provider Eligibility Checker

EXT Provider Eligibility Checker-Claims Submitter
"" T Provider Claims Payment Status Checker

(o4
Page 1Dt digAssodiateMewUserProfile = Server Time: 07/15/2010
{Admin) 03:53:04 PDT
Done € Local intranet | Protected Mode: Off 5 ~ Hi05% -

12
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ProviderOne Security

» The profiles are “in review"” status and you need to

approve.

» Check the first check box (this will select all profiles)
and click the approve button on the top left.

Welcome peoplerecord, Provider . You have logged-in with EXT Provider System Administrator profie,

Path: Provider Portalf UserList/ UserDetails/ UserProfileList

User Login Id: BookelD Mame: Booker Larry D

Manage User Profiles
Filter By: v With Status: Al -

Show: -—SELECT— =

Hame Description Start Date End Date
Av iv AV LAY

EXT Provider Claims Payment Status Checker EXT Provider Claims Payment 5t 0711512010 1213112399

EXT Provider Eligibility Checker-Claims Submitter EXT Provider Eligibility Check... 071512010 1213112399

Viewing Page 1 1 SaveToXLS

Click OK on the next

window. (No remarks are
required)

& Updste Status - Windows Intemet Explorer 111111

S

13

Status Type: | Approved *

M Local intranet | Protected Mode: Off

v HU05% v

Washington State
Health Care ,mtyj



ProviderOne Security

The profiles are now approved and the user will receive two
system generated emails:

» One with the domain and username and,
» Another with their temporary password.

1111111111

Washington State
14 Health Care ,mtyj



ProviderOne Security

Path: Provider Portal/ UserList/ UserDetails/ UserProfilelist
ser Login Id: BookelD

1111111111

1111111111

» Please advise the new user to log into ProviderOne as
soon as possible, using the credentials they receive in the

emails.
» The new user will be prompted to change their password.

» The new user is advised to set their security question and

answetr.
» The answer to the security question is case sensitive.

Washington State
15 Health Care ,mtyj
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ProviderOne Security

» Click close to return to user details screen.

» Click close to return to the manage user list
screen.

The new user has been successfully added to
ProviderOne.

> Add another user if desired or,

» Click the close button to return to the provider
portal.

Washington State
16 Health Care ,mtyj
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ProviderOne Security

Additional ProviderOne tips for the domain
Administrator.

Washington State
17 Health Care ,mtyj



ProviderOne Security

The username can be changed on the User Details
window. Overwrite the current username and click save.

Welcome peoplerecord, Provider . You have logged-in with EXT P

e User tia ki

Passwol Confil SWOl

Address Line 1: Address Line 2:
(Enter )

Address Line 3: City/Town:
State/Province: County.

Country: Zip Code:

tart Date: 07/15/2010 Expiration Da /31/

tatus: Approved
eason Code: | Nor

> If the username is created before the account is approved, the system
will generate an email to the new user.
> If the username is changed after the account is approved, give the

staff user the username. hincton State
18 Health Care Adthority”



ProviderOne Security

The password can be reset on the user details window.

Enter the new password,
confirm password then
click save at the top. The
o i password change was

Welcome peoplerecord, Provider . You have logged-in with EXT Provider System Administrator profie.

Path: Provider Portal/ UserList/ UserDetails
User Login Id: BookelD

Date of Birth: 01/21/1957

EID: 0121

User Name: BookelD
Password:

Address Line 1:
{Enter Street Address or PO Box Only)
Address Line 3:

State/Province:
Country:
Start Date: 07/15/2010

Status: Approved

Reason Code: None

Remarks:

Middle Name: D

Lock User: D‘—

Domain Name: ggoooos

UserType: Eatch User

Confirm Password:

Address Line 2:

City/Town:
County:
Zip Code: - Address

Expiration Date: 12/31/2999

The user can

be unlocked here also.

19

successful if an error
message is not displayed.
Give the user the new
password. Once the
password is entered by
the user, they will be
prompted to change it.

If the user account is
locked, there will be a
check in the lock user box.
Simply uncheck the box
and click save.

Washington State
Health Care ,mtyj
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ProviderOne Security

ProviderOne Password Requirements

The password must:

> Be at least 8 characters long

» Contain at least one letter

» Contain at least one number

» Contain at least one of the following special characters:
,CT@QFES DA () _+-<>

» The “permanent” password will expire after 120 days

The password cannot be the same as your five previous

passwords. ProviderOne stores the last five passwords

used with your account so they cannot be reused.

Washington State
20 Health Care ,mtyj



ProviderOne Security

If a user no longer needs access to ProviderOne you, as
the system administrator, can expire the user account.

oider'yo MW
Inbox . 4
ovideelye 4
Wekome pecplerecord,Proveder. 10 e kgged i XT Frovider System Adminstrator e e o
Wekome [ T T T S —y y——
7149 Path: rower o sttt serDetls S Bt o] et
& s Logn s el Nt Bk Ay D ko Portal Uit UsrDetols
User Login Id: Bookel D Name: Bocker,
e -
User Details: e ok, et e
User Detalls:
st Hidde hame: D
Frsthame: Hdde Name: 0
Lastame: Lock User:
Lastame: Booker Lock User:
ate of irth: Domainfame: 555555 ate o irth: Domain fame:
UserTypes o e - D 0121 UserType: &
oer leme: User Name: BookelD
Password: Confirm Password: ssword Confempasswort
55 Ling Address 55 Line 1: Address
taddess eet e
Lin CityfTown: s Line 3 ityTowr
StatelProvince: County: State/Province: County:
Counry: . liptode: County Tip Code:
art Date: 07/15/2 - cinton art Dates: 07/15/2 e cnton
Status: Aggron stats: Agpro
Reason Code: 1 Reasca Gude: tne
Remarks:
Remarks: emarka:

> Enter today’s date in the Expiration Date field

» Click save

» The system requires approval, click approve

» Then OK on the next window.

The expiration will be saved and the account will be removed from

your view after the system refreshes overnight. N
21 Health Care Adthority”



ProviderOne Security

If a user no longer needs a specific profile the system
administrator can expire that profile.

> Access the user’s file e T
> Go to the Manage User Profile list | &
» Click on the profile name oo
LCIM&_E
User Profile Details: YOU cannot back
User Name:  Sharp, Bob Profile HName: EXT Provider XXXXXXX date, use tOdayS
T date or a future
_ o ;‘1 date.
Stan Date: Expiration Date: 12/31/2012

> At the User Profile Details screen simply add an end date, save
and close.
(continues next slide)

Washington State
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ProviderOne Security

» The expired profile is now “in review"” status and you need to
approve. (See slide 11)

» Check the box of the profile to expire and click the approve
button on the top left.

o My

Welonsie peoploroooed, Previdor . You Pawe gged r e BT Provader Sysbem Adminsibralor orofie.

::::::::

» Click OK on the next ==
window. (No remarks | =~
are required)

» The expiration will be saved and the profile will no longer

be available to the user after the expiration date. I
23 c &P e P



ProviderOne Security

"~ erorMessage | Defiiion | Solution

d User; .

r";.fdamilg : This EID already exists in this domain.

The password
entered was incorrect

The user ID (i.e.
username, login ID)
is incorrect.

The domain name
(i.e. domain number)
IS incorrect.

When adding a new user,
the EID (Employee ID
number) is the same as
another users

24

Enter the correct password or
contact your administrator to
reset the password.

Enter the correct user
ID, the user ID is case
sensitive.

Enter the correct
Domain Name (i.e.
domain number).

The employee ID number
must be unique, enter a
different number for the
employee ID to proceed.

Washington State
Health Care,mt?




ProviderOne Security
rorMessage | Definin | Soluton___

There are no profiles The system administrator will
Warning : No User Profiles assigned to the User. Please contact Administrator. aSS|gnEd to your user need to add user prof”es o
account the account. The user cannot

log in until the profiles are

added.
*Unable to complete This error norma”y In Internet Explorer, go
request. Error Message: Unable to perform the occurs When a Claim to tOO|S, popup blockers

specified SQL query. Error Code: i03_9081:null*

and turn off the popup

is being submitted. blockers.

The only way to correct this error

Warning : User Id is locked in the system. Please contact the Administrator. . .
is to contact the system admin to

The user account is

locked. unlock the user account. Once
the account is unlocked, the user
can successfully log in.
Warning : Password Recoveryanser does not match iththe one i the system. asetry agin. The answer to your Enter the correct answer or
secret question is contact the system
incorrect. administrator to reset the

password.
Washington State
25 Health Care,mt?




— providerOne Security

roviderOne Security

Contact Us

ProviderOne Security email: provideronesecurity@hca.wa.gov
ProviderOne Claims Assistance 800.562.3022 option 3
Provider Enrolilment 800.562.3022 ext. 16137

Provider Training information:
http://hrsa.dshs.wa.gov/provider/training.shtml

Washington State
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